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Please observe the following notes:

In order to use the product described here safely, you must have read and fully understood
the manual. The following notes are intended for initial guidance in using the manual.

Target groups

Operation of the product as described in this manual is intended for the following groups

only:

— Qualified electricians (or those trained by qualified electricians) who are familiar with
applicable electrotechnical regulations and standards and the relevant safety
concepts, in particular.

— Qualified application programmers and software engineers who are familiar with the
relevant safety concepts for automation technology and the applicable regulations and
standards.

Innominate assumes no liability for human errors and damages to Innominate products
and third-party products that result from the improper use of the information in this manual.
Explanation of symbols and signal words

This symbol indicates dangers that may lead to personal injury. Observe all
instructions indicated by this symbol in order to avoid possible injuries.

DANGER
Indicates a hazardous situation that will lead to personal injury or death if not avoided.

WARNING
Indicates a hazardous situation that can lead to personal injury or death if not avoided.

CAUTION
Indicates a hazardous situation that can lead to personal injury if not avoided.

The following symbols indicate dangers that can lead to material damage, or provide useful

operation tips.

ATTENTION

This symbol and the corresponding text warn the user of actions that can lead to
damages or malfunctions on the device, device surroundings, hardware or software.

This symbol and the corresponding text provide additional information (e.g. tips and
suggestions for efficient operation or optimizing the software). It is also used to refer the
operator to further sources of information (manuals, data sheets etc.).

INNOMINATE

7961_en_01




Legal information

“Innominate” and “mGuard” are registered trade names of Innominate Security
Technologies AG. mGuard technology is protected by patent numbers 10138865
and 10305413, which were granted by the German Patent Office. Additional patents
are pending.

This document may not be copied or transferred in whole or in part without prior written
approval.

Innominate Security Technologies AG reserves the right to modify this document at any
time without prior notice.

Furthermore, Innominate Security Technologies AG assumes no liability for errors in this
document or for accidental or consequential damages in connection with the delivery,
performance or utilization of this document.

This manual may not be photocopied, duplicated or translated into another language, in
whole or in part, without the prior written approval of Innominate Security Technologies AG.

Windows XP, Windows Vista and Windows 7 are all registered trademarks of the Microsoft
Corporation.

All other product names are trademarks of their respective organizations.

© 2012 Innominate Security Technologies AG

Notes on CE identification

q

In agreement with the EU directives for the responsible authorities, the conformity
declarations are available at the following address:

Innominate Security Technologies AG
Rudower Chaussee 13

12489 Berlin, Germany

Tel.: +49 (0)30 92 10 28-0

FCC Note

This note applies to the following devices:
mGuard industrial rs, mGuard smart?, mGuard smart, mGuard pci, mGuard delta and
EAGLE mGuard.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) this device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and complies with the limits for a Class A digital device,
according to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy
and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the
interference at their own expense.
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Introduction

1 Introduction

Network features

Firewall features

Anti-virus features

e

The mGuard protects IP data connections. In doing this, the device incorporates the
following functions:

— Network card (mGuard pci) and switch (mGuard delta).

— VPN router (VPN — Virtual Private Network) for the secure transfer of data via public
networks (hardware-based DES, 3DES and AES encryption, IPsec protocol).

— Configurable firewall for protection against unauthorized access. The dynamic packet
filter inspects data packets using the source and destination addresses and blocks
undesired data traffic.

The device can be easily configured using a web browser.

Further information can be found on the Innominate website: www.innominate.com.

—  Stealth (Auto, Static, Multi), Router (Static, DHCP Client), PPPoE (for DSL), PPTP
(for DSL) and Modem modes

— VLAN

— DHCP Server / Relay on internal and external network interfaces
— DNS cache on the internal network interface

— Administration via HTTPS and SSH

—  Optional rewrite of DSCP / TOS values (Quality of Service values)
— Quality of Service (QoS)

— LLDP

— MAU management

— SNMP

—  Stateful Packet Inspection

— Anti-spoofing

— IP filter

— L2 filter (only in Stealth mode)

— NAT with FTP, IRC and PPTP support (only in Router modes)
— 1:1 NAT (only in Router network mode)

— Port forwarding (not in Stealth network mode)

— Individual firewall rules for different users (user firewall)

— Individual rule records as action (target) of firewall rules (apart from user firewall or
VPN firewall)

—  Firewall throughput: max. 99 MBit/s

— CIFS integrity check of network drives for changes to certain file types (e.g.
executable files),

— Antivirus Scan Connector for supporting the central monitoring of network drives with
virus scanners

7961_en_04
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VPN features

Additional features

Support

— Protocol: IPsec (Tunnel and Transport mode)

— IPsec encryption in hardware with DES (56 Bit), 3DES (168 Bit), AES (128, 192, 256 Bit)
— Packet authentication: MD5, SHA-1

— Internet Key Exchange (IKE) with Main and Quick mode

— Authentication via

— Pre-Shared Key (PSK)

— X.509v3 certificates with Public Key Infrastructure (PKI) with Certification
Authority (CA), optional Certificate Revocation List (CRL) and filter options
according to subject

or

— Remote certificate (e.g. self-signed certificates)

— Recognition of changing remote peer IP addresses via DynDNS

— NAT Traversal (NAT-T)

— Dead Peer Detection (DPD): Recognition of IPsec connection breaks

— IPsec/ L2TP server: Connection of IPsec / L2TP clients

— IPsec firewall and 1:1 NAT

— Default route over VPN

— Forwarding of data between VPNs (hub and spoke)

— Depending on the license: up to 250 VPN channels; up to 1000 active VPN channels

on mGuard centerport

— Hardware acceleration for encryption in VPN (excluding mGuard centerport)

— Remote Logging
— Router / Firewall Redundancy (the “Firewall Redundancy” function is not available in

firmware version 7.0).

— Administration using SNMP v1-v3 and Innominate Device Manager (IDM)
—  PKI support for HTTPS / SSH Remote Access
— Can function as an NTP and DNS server via the LAN interface

Please contact your local dealer if problems occur with the mGuard.

e

Additional information on the device — plus release notes and software updates —can be
found on our website: www.innominate.com.

1-2
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1.1 Device versions

The mGuard is available in the following device versions, which all have largely identical
functions. All devices can be utilized regardless of the processor technology or operating
system used by the connected computers.

mGuard centerport The mGuard centerport is available in three different device versions, which differ
according to the number of supported, simultaneously active VPN tunnels:
mGuard centerport, mGuard centerport 250, mGuard centerport 1000.

The Innominate mGuard centerport is a 19-inch high-performance firewall / VPN gateway,
and is ideally positioned as a central network infrastructure for teleservice solutions. The
device is also suitable for use in industrial backbone networks, with its Gigabit Ethernet
interface and corresponding throughput as a router and Stateful Inspection Firewall. As a
gateway for Virtual Private Networks, the device supports the VPN connection of any num-
ber of systems in VPN tunnel groups, with up to 1000 tunnels active at one time. All of these
tunnels are combined under one public IP address. Without distributing the load to multiple
interfaces, the device has an encrypted VPN data throughput of over 300 MBit/sec. for se-
cure teleservices such as remote support, remote diagnosis, remote maintenance and con-
dition monitoring of large numbers of systems and machines over the Internet.

The mGuard centerport is equipped with mGuard firmware (version 7.0.0 or higher), which
has been fully ported onto its multicore x86 processor architecture. It is also fully
compatible with all other mGuard VPN devices and the Innominate Device Manager.

Fig. 1-1 mGuard centerport

mGuard industrial rs The mGuard industrial rs is available in three different device versions:
—  With integrated modem
—  With integrated ISDN terminal adapter
—  Without the modem and terminal adapter
It can then be used as a firewall/VVPN router hybrid over Ethernet or dial-up network
connections. “rs” indicates that this device is especially suited for secure Remote Services
(remote diagnosis, remote configuration, teleservices). The device is designed for

assembly on mounting rails (according to DIN EN 60715) and is therefore especially
suitable for use in industrial environments.

Fig. 1-2 mGuard industrial rs

VPN tunnels can be initiated using the software or hardware switch. Redundant power
supplies are supported (9 V DC-36 V DC).

7961_en_04 INNOMINATE ~ 1-3
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mGuard smart?

mGuard pci

mGuard blade

The mGuard smart? is the smallest device model. It can easily be inserted between
the computer or local network (on the mGuard LAN port) and an available router (on the
mGuard WAN port), without having to change existing system configurations or driver
installations. It is designed for instant use in the office or when travelling.

The mGuard smart? is a newly-developed version of the mGuard smart. In the interests of
simplicity, mGuard smart? is mostly used for both versions in this manual. The described
characteristics also apply to the mGuard smart. Specific deviations between the mGuard
smart? and mGuard smart are indicated accordingly.

Fig. 1-3 mGuard smart?

The mGuard pci card can be plugged into a PCI slot and provides the connected
computer with all mGuard functions in Driver mode. It can also be used as a normal
network card.

An existing network card or another computer / network can be connected in Power-over-
PCI mode.

Fig. 1-4 mGuard pci

The mGuard bladepack includes the mGuard bladebase. This can be easily installed into
standard 3 U racks (19 inch) and can accommodate up to 12 mGuard blades in addition to
an mGuard blade controller. This device version is thus ideally suited for use in an indus-
trial environment, where it can protect several server systems individually and indepen-
dently of each other.

An additional serial port enables remote configuration using a telephone dial-up connection
or aterminal.

sjalafalalalalalalalae)e

Fig. 1-5 mGuard blade

1-4 INNOMINATE
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EAGLE mGuard

mGuard delta

The EAGLE mGuard is designed for assembly on mounting rails (according to
DIN EN 60715) and is therefore especially suitable for use in industrial environments.

Further application options are provided by the optional configuration connection and the
option to establish a telephone dial-up connection via the V.24 interface.

Fig. 1-6 EAGLE mGuard

The mGuard delta is a compact LAN switch (Ethernet / Fast Ethernet) designed for con-
necting up to 4 LAN segments. This device is especially suited for logically segmented net-
work environments where locally connected computers / networks share mGuard functions.

An additional serial port enables configuration using a telephone dial-up connection or a
terminal. The mGuard delta has a robust metal housing, making it suitable as a desktop
device or for use in wiring closets.

Innominate )
mGuard

: °
Power  Status

Fig. 1-7 mGuard delta

7961_en_04
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mGuard rs4000/ The mGuard rs4000 is a security router with an intelligent firewall and optional IPsec VPN
mGuard rs2000 (10 to 250 tunnels). It is designed for use in industry, where there are high requirements
for local security and high availability.

The mGuard rs2000 is a variant with a simple firewall and integrated IPsec VPN
(maximum 2 tunnels). The scope of the functions is reduced to the essential. It is suitable
for secure remote maintenance scenarios in industry and enables quick starting up for
sturdy, industry-compatible field devices for disturbance-free, self-sufficient operation.

Both variants have replaceable configuration storage (SD card). The fan-less metal
housing is designed to be attached to a DIN mounting rail.

Following connectivity options are available

mGuard rs4000: (LAN/WAN) mGuard rs2000: (LAN/WAN)
TX/TX Ethernet/Ethernet TX/TX-VPN Ethernet/Ethernet + VPN
TX/TX-VPN Ethernet/Ethernet + VPN

Fig. 1-8 mGuard rs4000/mGuard rs2000
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2 Typical Application Scenarios

Various possible application scenarios for the mGuard are detailed in this chapter.

2.1

Stealth mode

Network router

DMZ

VPN gateway

WLAN over VPN
Solving network conflicts

Stealth mode

In Stealth mode, the mGuard can be installed between an individual computer and the rest
of the network.

The settings (e.g. for firewall and VPN) can be made using a web browser under the
URL https://1.1.1.1/.

No configuration changes are required on the computer itself.

Fig. 2-1 Stealth mode

7961_en_04
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2.2 Network router

The mGuard can provide an Internet connection for multiple computers as a network
router whilst protecting the company network using the firewall.

One of the following network modes of the mGuard may be used here:

Router, if Internet access is established via a DSL router or dedicated line, for
example.

PPPoE, if Internet access is established, for example, via a DSL modem using the
PPPoE protocol (e.g. in Germany).

PPTP, if Internet access is established, for example, via a DSL modem using the
PPTP protocol (e.g. in Austria).

Modem, if Internet access is established via a serial connected modem (compatible
with Hayes or AT instruction sets).

The mGuard must be set as the default gateway on computers placed in the Intranet.

DSL-Modem/
Router

o——
<i

Fig. 2-2 Network router
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2.3 DMZ

A DMZ (Demilitarized Zone) is a protected network that sits between two other networks.
For example, a company website may be inside a DMZ, granting FTP write access only to
computers in the Intranet and HTTP read-only access to both networks (i.e. also over
the Internet).

IP addresses within a DMZ can be public or private. In the latter case, the mGuard
connected to the Internet forwards the connections using “port forwarding” to the private
addresses within the DMZ.

Fig. 2-3 DMZ

2.4 VPN gateway

By using the VPN gateway, encrypted access to the company network is provided to
employees at home or whilst travelling. The mGuard thereby takes on the role of the
VPN gateway.

On external computers, IPsec-capable VPN client software must be installed and the
operating system must support this function (e.g. Windows 2000/XP), or an mGuard must
be installed on the computer.

Fig. 2-4 VPN gateway
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25 WLAN over VPN

With WLAN over VPN, two company buildings are connected to each other over an IPsec-
protected WLAN connection. The auxiliary building should also be able to use the Internet
connection of the main building.

f
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192.168.2.0/24
Fig. 2-5 WLAN over VPN

192.168.1.0/24

In this example, the mGuards were switched to Router mode and a separate network with
addresses of 172.16.1.x was created for the WLAN.

As Internet access should also be available via the VPN from the auxiliary building, a
“Default route over VPN is configured here.
Auxiliary building tunnel configuration

Tunnel (Network <-> Network)
Local network address 192.168.2.0/24
Remote network address 0.0.0.0/0

Connection type

The appropriate connection counterpart is configured in the main building:

Main building tunnel configuration

Connection type Tunnel (Network <-> Network)
Local network 0.0.0.0

Remote network address 192.168.2.0/24

The default route of an mGuard is usually directed over the WAN port, but in this case the
Internet is accessible via the LAN port:
Main building default gateway

IP of default gateway 192.168.1.253
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2.6 Solving network conflicts

—
10.0.0.0/16

—>
\,@,} 10.0.0.0/16

B ——
10.0.0.0/16

0 1 A
oo oo oo

Solving network conflicts

In the example above, the networks on the right-hand side should be accessible from the

network or the computer on the left-hand side. However, due to historical or technical
reasons, the networks overlap on the right-hand side.

The conflict can be solved by rewriting these networks using the mGuard 1-to-1 NAT
feature.

(1-to-1 NAT can be used in normal routing and in IPsec tunnels.)

7961_en_04
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Control Elements and Displays

3 Control Elements and Displays

Connections below: 9-pin

serial interface (console)

Configuration

(SD card)

3.1

mGuard rs4000/rs2000

COMBICON connectors —
for connections see Page 4-5

LEDs, see Table 3-1

Fig. 3-1 Control elements and displays on mGuard rs4000
Table 3-1 Displays for mGuard rs4000 and rs2000

LED State Meaning

P1 Green Power supply 1 is active

P2 Green Power supply 2 is active (mGuard rs2000: unconnected)

STAT Green flashing Heartbeat. The device is correctly connected and functioning.

ERR Red flashing System error. Reboot the system.
— Press the Rescue button briefly (1.5 seconds).
— Alternatively, disconnect the device from its power supply briefly, then reconnect it.
If the error continues to occur, start the recovery procedure (see “Performing a
recovery procedure” on page 8-2) or contact the support department.

SIG - (Not assigned)

FAULT Red The signal output is open due to an error (see “Installing the mGuard rs4000/rs2000”
on page 4-4).
(The signal output is interrupted during a reboot.)

MOD Green Connection established over modem

INFO - (Not assigned)

STAT+ ERR | Flashing Boot process. After connecting the device to the power supply. The LED switches to

alternately heartbeat mode after a few seconds.
(green-red)

LAN Green The LAN/WAN LEDs are located in the LAN/WAN sockets (10/100 and duplex display)

WAN Green Ethernet status. Shows the status of the LAN and WAN ports. As soon as the device
is connected to the relevant network, the LEDs are illuminated continuously to indicate
the presence of a network connection over LAN or WAN. The LEDs are extinguished
briefly when data packets are transferred.
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3.2 mGuard centerport

Front side Power LED (green) Hard drive LED (orange)

" Guard centerport

19" bracket with handle Lock, front cover 19" bracket with handle
Fig. 3-2 Control elements and displays on mGuard centerport — front side

Table 3-2 Displays on mGuard centerport

LED State Meaning

Green Green Lights up when the system is switched on

Orange Orange Lights up when the hard drive is accessed
With front cover opened CD drive

LEDs — see above Knurled screw for attaching the cover

ON/OFF button

RESET button 2 x USB ports

For a system restart without
switching the device off and back on

Fig. 3-3 Control elements on mGuard centerport with front cover opened
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Rescue button

(Located in the

Power supply 1 (P1)

3.3

Supply voltage 1

Modem — |

State /
/

LAN

W

Can be pressed with a
straightened paper-clip.)

See “Restarting, the Recovery
Procedure and Flashing
Firmware” on page 8-1.

"

mGuard industrial rs

Supply voltage 2
; \ / ; (see Chapter 4, “Startup”)

OO

P1/P2

Modem / Fault

[ Power supply 2 (P2)

\ Fault
\ Error

\ WAN

State / Error

LAN/ WAN

()]
o
3
=
~.
3
g
T
S
©
=
0]
£

il
.

Service Aﬂan‘e

D |_—_] L CMDACK TIPRING . X
Terminal block for the signal

contact, pushbutton and optional
ISDN or telephone connection
(see Chapter 4, “Startup”)

-4

Fig. 3-4 Control elements and displays on mGuard industrial rs
Table 3-3 Displays on mGuard industrial rs

LED State Meaning

P1 Green Power supply 1 is active

P2 Green Power supply 2 is active

Modem Green Connection established over modem

Fault Red The signal contact is open due to error (see “Installing the mGuard industrial rs” on
page 4-13 under “Signal contact” on page 4-17).
(The signal contact is interrupted during a reboot.)

State Green flashing Heartbeat. The device is correctly connected and functioning.

Error Red flashing System error. Reboot the system.
—  Press the Rescue button briefly (1.5 seconds).
— Alternatively, disconnect the device from its power supply briefly, then reconnect it.
If the error continues to occur, start the recovery procedure (see “Performing a
recovery procedure” on page 8-2) or contact the support department.

State + Flashingalternately | Boot process. After connecting the device to the power supply. The LED switches

Error (green-red) to heartbeat mode after a few seconds.

LAN Green Ethernet status. Shows the status of the LAN and WAN ports. As soon as the device

WAN Green is connected to the relevant network, the LEDs are illuminated continuously to
indicate the presence of a network connection over LAN or WAN. The LEDs are
extinguished briefly when data packets are transferred.
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3.4

Rescue button

(Located in the opening.

Can be pressed with a
straightened paper-clip.)

mGuard smart?’mGuard smart

LED1 LED2 LED3
Fig. 3-5 Control elements and displays on mGuard smart?
Table 3-4 Displays on mGuard smart?
LEDs Color State Meaning
2 Red/green Red/green Boot process. After connecting the device to the power supply.
flashing The LED switches to heartbeat mode after a few seconds.
Green Flashing Heartbeat. The device is correctly connected and functioning.
Red Flashing System error. Reboot the system.
*  Press the Rescue button briefly (1.5 seconds).
+ Alternatively, disconnect the device from its power supply briefly,
then reconnect it.

If the error continues to occur, start the recovery procedure
(see “Performing a recovery procedure” on page 8-2) or contact the
support department.

1and 3 | Green On or flashing Ethernet status. LED 1 shows the status of the LAN port. LED 3 shows
the status of the WAN port.
As soon as the device is connected, the LEDs are illuminated
continuously to indicate the presence of a network connection.
The LEDs are extinguished briefly when data packets are transferred.

1,2,3 Various LED illumination codes Recovery mode. After pressing the Rescue button.

See “Restarting, the Recovery Procedure and Flashing Firmware” on
page 8-1.
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3.5 mGuard pci
LAN
LAN green
‘ LAN red
WAN green
WAN red
WAN
Fig. 3-6 Control elements and displays on mGuard pci
Table 3-5 Displays on mGuard pci

LEDs Color | State Meaning

WAN, LAN | Red Flashing Boot process. After starting or restarting the computer.

WAN Red Flashing System error. Reboot the system.

*  Press the Rescue button briefly (1.5 seconds).

« Alternatively, disconnect the device from its power supply briefly, then
reconnect it.

If the error continues to occur, start the recovery procedure (see “Performing a

recovery procedure” on page 8-2) or contact the support department.

WAN, LAN | Green | On or flashing | Ethernet status. Shows the status of the LAN and WAN interfaces. As soon as
the device is connected, the LEDs are illuminated continuously to indicate the
presence of a network connection.

The LEDs are extinguished briefly when data packets are transferred.

WAN Red Various LED | Recovery mode. After pressing the Rescue button*.

Green |||uc;n|nat|on See “Restarting, the Recovery Procedure and Flashing Firmware” on page 8-1.

LAN Green | €00€S

*  In the mGuard pci, the Rescue button is located on the circuit board
(see “Hardware installation” on page 4-32).
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3.6 mGuard blade

WAN red
WAN green
LAN red

LAN green
Rescue button

®

Innominate

Serial

Fig. 3-7 Control elements and displays on mGuard blade
Table 3-6 mGuard blade
LEDs Color | State Meaning
WAN, LAN Red Flashing Boot process. After starting or restarting the computer.
WAN Red Flashing System error. Reboot the system.
* Press the Rescue button briefly (1.5 seconds).
If the error continues to occur, start the recovery procedure (see “Performing
a recovery procedure” on page 8-2) or contact the support department.
WAN, LAN Green | On or flashing Ethernet status. Shows the status of the LAN and WAN interfaces. As soon
as the device is connected, the LEDs are illuminated continuously to indi-
cate the presence of a network connection.
The LEDs are extinguished briefly when data packets are transferred.
WAN Green | Various LED Recovery mode. After pressing the Rescue button.
Red Hllumination codes See “Restarting, the Recovery Procedure and Flashing Firmware” on
LAN Green page 8-1.
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3.7

Power supply 1 (p